Veevd Network MDM

Veeva Network MDM 26R2.1 Release Notes

October 2026



Contents

About these Release NOtES ........cccvviiiiiiiiiiiiiiii s 6
REIEASE AALES ...ttt ettt e e br e s a bt e e b e e s bt e e ab e s ne e e s ear e e s reeesnreeeanee 6
Subscribe to release NOLIFICAtIONS .......cc.eiiiiiii e e 6

Software releases and MaINTENANCE .......coiiiiiiiiie i e e 6
Release Notes and Data Governance dOCUMENTS .......eeevveeeiieeeiiiieeiiee et e e e e 6

BrOWSEr rEQUITEIMENTS ....uuuuuuuuuenunnnnnnnnnnnnnnnnneennnessnesseessasssssssessssssssssssssssssssssssssssssessssssssssssssssssssnns 6

Release NOte UPAAtes ......ccuvuuuiiiiiiiiiiiinmniiiiiiiiiieimmmiieeiiiieissmsssetiimeessmmsssetitessssmssssssssssessans 7

WHRAt'S NEW ...coiiiiiiiiiiiiiii e e s s e e s s e e s s e e e 7
AV T o] g 5] 2 7 U USUPRU 7
FATUIES . e e e e e e e e e e s 7
(DE | = CTo V=T o o T=1 o Lol T PO OPR ST 9

NEtWOrK WiIdBEtS .ccuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiinniiieiiiinenssssssiseeiiitessmssssissesiisessssssssssssssssssssssssssssssssenns 10
Hide addresses on account Profiles ..........euuiieeiiiii oo 10

Y0 o oY g ¥=Te IRV V] Lo Pl oy UUUURUS 10
(o 1o TR Lo [o [ T <L PP PO PR OPUPOURROPIO 10

o o 1 =T 11

Display hidden relationships in the Revision HiStory ........ccccccveeiei i 11
What are hidden relationShips? ... e e e e e e e e e e e e e eannes 11
Show hidden relationShips ... e e e e e e e re e e e e e e e e eesannns 12
Impact to other Network MDM fEAtUIES ........eviiiriiiiiiicteeee e 12

L= o 13
Customize search results diSPlay ......cccooocciiiiieee e e e e e e e e e e e 13

[ T=d 0] 1T o Y EUURR 13

S 0] o oTo] g =T I o] o] =T ot {3 ESUURUE 14



Network MDM 26R2.1 Release Notes

0] o] o] g ¥=Te I 1 T=1 [ -3 UUUURU 14
Y0 o] oZo) g ¥=Te BT T ol a1 [T ] - 1V A SUUURU 14
Impact to existing SEArCh reSUILS .....ccoe e 14
Default SEArCh layOUL ... e e e e e e e e e et e e e e e e e e e e e nnrnreaaeees 14
Process for adding a search result 1ayout.........ccceoeeiiiieeccciiiii e 16
Configure a search result layoUL.........ueeeiie i e e e e e e e e e e annes 17
Assign the search result [ayOUL t0 @ DVP ...t e e e 18
ASSIZN USEIS O thE DVP ...eeiiieiiieeeee ettt e e e e e e e e e e e et e e e e e e e e e e e e e s nsanrraaeeeaaaaeeas 19
(0o T o[ =17/ 01U 1 £ SUUURUE 19
0 =£ 3PS SURUR RN 19
3« o 20
SUSPECE MALCH TASKS ..eeiiiiiie e e e e e e e e e e e e anrreaaeees 20
L0 NV AV N 0 T4 V= =3V 0o 5T T=T o ] 21
IQVIA OneKey system support for COUNtIY SroUPS .......vviiiieiieeeeieecccciirreee e e e e e e eeescrrrrreeeeeeaee e 21
0] o] o] g ¥=Te IRV A] A= 1 0 L3 RUUURU 21
(02T (I Wl o LU T VA ={ o] U T J 23
EXiSting IQVIA ONEKEY SYSEEIMS ...uuiiiiieeie e i e i et s e e s e e s e e e e e aaaaeeeeeeeeeseeesennees 23
Validate countries during data [0ad .........ceeeiiioei e e e 24
0] o o] g ¥=Te IRV A A= 1 0 L3 URUURUS 24
o) o IRV o 11 o =4S U 24
Record access in the Search and Retrieve APIS........c..oi i 25
Y0 o] oo g ¥=T 1Y 2 L3 UUUURUE 25
0] o o] g ¥=Te IRV A A= 1 013 UUUURUS 25
Required permissions t0 @CCESS MECOIMUS.......uuuiiiiiieeeeieeecciiitree e e e e e e e e ececrrrrer e e e e e e e e e e e e eannereeeeees 25



Network MDM 26R2.1 Release Notes

OpenData SUDSCHIPLIONS ...cuuuiiiiiiiiiiiiiiiieeiirrcrsee s trrerssssss s et reesssassssssssssssessssssssssssssssssnsssss 27
Download unmerged OpenData rECOIAS ......ccuiiiiiiiiieccciiiiee et e e e e e e e e aarrerreeeaaeeeas 27
Automatically download unmerged reCords ........ooocuiiiiiieeiiee e 27
USEIS iieeeniiitiiniiiieiniiiiiteniitteeuiiitteeutieettessiestessseetessssestessssestessssestesssssstesssssstesssssstesssssssenssssseennss 29
T o g (ot Yo [ Yo W o T=T o 4 Y 3 [ o -SSR 29
0] o o] g =T IV =T o EUUURUE 29
IMPACE £ EXISTING USEIS .eueiiiiiiiiiieieieiee e e et e e e e e e e e e e e eeeee e ee et asseeeseseaeaaaaaaeeesesesenenennnes 29
Supported features and fUNCLIONS........eviii i e e e e e ranes 30
AdMIN PeIrMISSION SET.....iiiiiiiieiiii ettt ettt e st et e e s b e e sbe e e sareeesneeesanes 31

0 =£ 3PS SURUR RN 32
AdMIN SEINES ...ttt rrirressssssee s r s s essssssssesssttsssssssssssssssstsssssssssssssssssssssnnsnss 33
Use NEX rules for WOrkflow SEHHINGS ........uviviiiiiieii e e e e e 33
Supported WOrkflow SETEINGS .......cuviiiiiiiiiec e e e e e e e e e e e sannes 33
NEX Rule enhancements for workflow settings .........cooccoiiiiiiieii e, 34
DEfINE NEX TUIES ...ttt ettt e e st e e st e e s ate e e sabe e e sabeeesareeesneeenas 34
EXPOrting CONTIGUIAtIONS ....uvviiiiiieeee ettt e e e e e e e e e s a e e e e e e e e e e e e e s nasnnteaareeaaaaneas 35
New configuration PACKAZES ......ceiiiiiiieeecccieteeee e e e e e e e e e e st e e e e e e e e e e e e s ennnnreeaeees 35
Existing configuration PACKagEes ......ccee oo 35

LT =T o1 U ) 36
T Fod L T=d R oY Wy T o] o] [ g T4y SRR 36
Y0 o oZoT g ¥=Te MU= g aY/ o 1L USUURU 36
V=T o o110 F=4 3 ] LSRR 37
Validating the MapPing fille....u e e e e e e 37
CrEatiNg the USEI ... e e e e e et e e e e e e e e e e e s abasreaaeeeeaeeeesesnnnnns 37



\/ Network MDM 26R2.1 Release Notes

Updates to Transport Security Layer CIPNErS ......coo oot e e e e e 38

IMPACt tO EXISTING CUSTOMELS ...uueieiiieee e e e s e e e s e e e e e aaaaaaeeeeeeeseeenennees 38



Network MDM 26R2.1 Release Notes \/

About these Release Notes

These Release Notes describe all features that will be included in Veeva Network MDM 26R2.1.

RELEASE DATES

e Sandbox release (version 26R2.1) - Friday, October 2
e Production release (version 26R2.1.1) - Friday, October 16

SUBSCRIBE TO RELEASE NOTIFICATIONS

You can receive email notifications about upcoming software releases and the supporting
documentation.

Software releases and maintenance

e \Veeva Trust Site
At the top of the page, click Subscribe to Veeva Trust Site and subscribe to the Veeva Network
MDM component.

Release Notes and Data Governance documents
The documents are posted in the following locations:

e Veeva Connect - Join the Network MDM Community.

To be notified as soon as the Release Notes are posted, go to your Veeva Connect profile and click
Settings. On the Email Frequency page, expand the list and choose Immediate. Other notification
options are Daily and Weekly.

e Veeva Network MDM Online Help

For more release information, see About Network MDM Releases in the Veeva Network MDM Online
Help.

Browser requirements

Veeva Network MDM is supported on the latest version of these browsers, as of their most stable
version at the time of release:

e Google Chrome™
e Apple® Safari®
e Microsoft® Edge

Veeva Network MDM is not supported on mobile devices.


https://docs-vdm.veevanetwork.com/doc/vndocad/Content/PDFs/Release_notes.htm
https://docs-vdm.veevanetwork.com/doc/vndocad/Content/Network_topics/Overview_topics/About_Network_Releases.htm
https://veevaconnect.com/communities/ANwFL3CJAAA/about
https://trust.veeva.com/
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Release Note updates

The following update has been added since the Early Release Notes document was published.

Network Widgets - Administrators can now hide addresses on account profiles using the Always
Display field setting in profile layouts.

Security - To protect your data, a legacy Transport Layer Security (TLS) cipher is removed from
publicly accessible Network FTP servers.

All material in the Release Notes should be reviewed to ensure that updates to existing topics are noted.

What's new

KEY DATES FOR 26R2.1

Early Release Notes available - Friday, September 18, 2026
Sandbox release - Friday, October 2, 2026
Production release - Friday, October 16, 2026

FEATURES

The following key enhancements comprise the Veeva Network MDM 26R2.1 minor release.

Enabledby ST DS DM AD

Default?
Network Widgets - General
Hide addresses on Administrators can now hide Config Req.
profiles addresses on account profiles by
clearing the Always Display field
setting in profile layouts.
Profiles
Revision History Empty revisions are now identified Yes
as hidden relationships and display
details.
Search
Search results Administrators can customize the Config Regq.
fields that display in search results
for different objects and countries
Inbox
Suspect match tasks Match highlighting for field values is Yes

now case-insensitive.
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IQVIA OneKey Connector

Multi-country system Use country groups to define record
configurations management and field ownership
rules for different countries within
a single IQVIA OneKey system.

Validate country during Records that are loaded for the

data load IQVIA-OneKey system are now
validated to ensure that the country
is managed by IQVIA.

API access to OneKey  OneKey records are returned in the

records Search and Retrieve API only if the
country is included in the IQVIA
OneKey system configuration.

OpenData Subscriptions

Download unmerged Newly created records from

records unmerges can be automatically
downloaded during your OpenData
subscription job.

User management

Restrict access to Use permission sets to remove
admin functions access for adding and editing
configurations in the Admin console.

Admin Settings

Workflow settings Administrators can now create
flexible conditions for auto-approving
DCRs and reviewing master
rejections using Network
expressions.

Exporting Single sign-on settings are no longer

configurations supported in configuration packages.
SSO settings must be configured on
each Network MDM instance.

Security

Single sign-on The mapping file to dynamically
provision users can now assign
Inbox Task Groups to Data Stewards
so they have immediate access to
their tasks.

TLS cipher To protect your data, a legacy cipher

is removed from publicly accessible
Network FTP servers.

Enabled by ST
Default?

Config Regq.

Config Regq.

Config Regq.

Config Regq.

Config Regq.

Config Regq.

Yes

Config Regq.

Yes

DS DM AD

Developers
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Note: The System and Data Admin user has all the capabilities of the System Administrator and Data
Steward users. Features and enhancements that apply to those users also apply to the System and Data
Admin user.

DATA GOVERNANCE

Fields and reference data updates are provided in the Data Governance document for every minor and
major Network MDM release.


https://docs-vdm.veevanetwork.com/doc/vndocad/Content/PDFs/Release_notes.htm
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Network Widgets

HIDE ADDRESSES ON ACCOUNT PROFILES

Administrators can now hide addresses on account profiles using the field settings in the profile layout.
The Always Display field setting now applies to Network widgets. When the setting is cleared, addresses
are removed from profiles in widgets using that layout.

Edit Field in Profile Header Section

Type © Fleld

Field Full Address

Always Display?* @ [

Countries © Show 125 countries >

Labels © Show 10 labels >

Cancel Save

This enhancement is available by default. Administrators can configure the Always Display setting in
profile layouts.

Supported widgets

All Network widgets display account profiles.

This change is applied to any widget using the profile layout.

Hide addresses
1. Inthe Admin console, click Data Model > Profile Layouts.
2. Open the layout assigned to your widget.
3. Under Profile Header, expand Record Details.
4. Inthe Address section, click the Edit icon next to the Full Address field.
5. Inthe Edit Field in Profile Header Section dialog, clear the Always Display setting. It is enabled by

default.
6. Save your changes.

Addresses will now be removed from profiles in widgets that use the layout.

10
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Profiles

DISPLAY HIDDEN RELATIONSHIPS IN THE REVISION HISTORY

A record's revision history lists all changes to the record, but when an update involves a hidden
relationship, no details display for that version. These empty updates are now flagged as hidden
relationships and you can choose to view the details.

This enhancement is available by default. Users can enable the option to display hidden relationships on
applicable records.

What are hidden relationships?

For completeness, each change creates a version in the record's revision history. This includes changes
that OpenData makes to a record's relationships.

A hidden relationship occurs in the following situations:

e The parent HCO is not downloaded to your Network MDM instance.
e In 2-tier and 3-tier hierarchies for China, the relationship is dropped because it is not valid for the
hierarchy structure.

When OpenData adds a relationship that is hidden to you for one of the reasons above, a new version is
created, but only the modified date displays.

VERSION TIMESTAMP SYSTEM ACTION
28.0 20260915 06:24 43 1S

Master Changeset import Update from OpenData

1126 IST Master Changeset import Update from OpenData

JOB SUMMARY

Job ID 1854 Start Time 2026-09-1506:24.001S

Subscription db_import_ v Duration a few seconds

FIELD VERSION 27.0 VERSION 28.0

Date Modified 2026-09-15 06:11:26 IST 2026-09-15 06:24:43 IST

You can now view the details of the changes.

11
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Show hidden relationships

When the revision involves a change to a hidden relationship, the Job Summary section now displays
the Show hidden relationships option. The option is off by default.

Select the option to display the details made to the parent affiliation in the OpenData master instance.

VERSION TIMESTANP SYSTEM ACTION
280 2026-09-15 062443 IST Master Changeset impon Update from OpenData
210 2026-09.15 06:11:26 18T Master Changeset import Update from OpenData
260 2026-04-22 18:24:33 I1ST Data Change Reguest Data Update from change request
MM.ANLY 142%M 18 Yin Channe Ream et Ninin | irvd st freem ~hoanne recs iset
JOB SUMMARY Show hidden relationships )
Job ID 18847 Start Time 2026-09-1506.24.00 IST
Subscription d%_mport__ v Duration a few seconds
FIELD VERSION 270 VERSION 280
Date Modified 2026-09-15 06:11:26 IST 2026-09-1506:24.43 15T

PARENT AFFILIATIONS

Hiddon Rolationship

Parert Affliation Urknown Related Entity (SM9654891636786783
Hierarchy Type HCP_HCO (Indmdual 1o Organization ASilaton)
Relationshp Type 16 (Admiting Privileges

Status A (Actve

Record Stste VALID (Vaasid)

Data Provder Primary Relatonship N (NoFalse)

Network ID SMSES54804T401120062 G49654804740112992

When the Show hidden relationship option is on, hidden relationships are tagged so you can quickly
identify those relationships.

Impact to other Network MDM features
Hidden relationships display only in the record's revision history.

They do not display in other features, including field revisions and revision history reporting.

12
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CUSTOMIZE SEARCH RESULTS DISPLAY

Administrators can customize the fields to display in search results for different objects and countries.
Replacing the default search result layout with country-specific details can help your users find and

identify records faster.

Example

In this example, the search result for the US HCP uses a custom layout. The UK HCP result uses Network

MDM's default search layout.

Search results for: smith

Didn't find what you were looking for? Try Advanced Search

‘ v

Al John Smith View Data «
#primarycare
iealth Care Professiona

General Practice
Gold Coast Private Hospital 14 Hill St SOUTHPORT QLD 4215

™S Smitha Abraham View Data »

#npi #md #physician #pathology

230 Hagerstown MD 21742-6727
SPECIALTY 1 Anatomic/Clinical Pathology
NP1 1891554473

HCP TYPE Prescriber

STATUS Active

John G. Newby, M.D., P C.11110 Medical Campus Rd Ste

This feature is available by default in your Network instance. Administrators and Data Managers can

define custom search result layouts.

Highlights

e Administrators can customize how search results display for each object.
e Search layouts are customized by country by assigning the layout to data visibility profiles (DVPs).

Multiple countries can be defined for each layout.
e A maximum of 10 fields can be added to the layout.
e The display order of the fields can be customized.

e All users using the same DVPs will see the same layout for each object/country combination.

13
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Supported objects

e Veeva standard objects (HCO, HCP)
e Custom objects

Supported fields
All fields related to the object can be added to the search result layout.

e Main object fields
e Sub-object and relationship object fields

Note: The field does not display in the search result if the field value is empty on the record.

Supported search displays

o Network Search - Quick search results
e Network Search - Search results page
e Parent HCO search on profiles and DCRs

Impact to existing search results

There is no impact to existing search results. The default layout displays until you customize it for an
object.

Customizing the search result display does not impact the Network MDM search functionality; it
changes only the way the results are displayed to users in the supported pages.

Default search layout
If no search display is configured, the default search layout displays.

The Search Results Layouts feature contains the standard layout for HCOs and HCOs. These layouts are
read-only, but they can be cloned to give you a starting point for your custom layout.

Search Results Layouts [ Ao Layout |

NAME ¢ DESCRIPTION DATA VISIBILITY PROFILES ENTITY & STATUS ¢
HCOSearchLayout e Standard Tempiate for HCOs HCO el ) o -
HCPSearchLayout = Standard Template for HCPs HCP v View Layout

14
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Default fields and display order for objects

HCO, HCP, and custom objects have the following default display for search results.

Note: Country (flag icon) and object type (HCP/HCO/custom object icon) are always defined for each
object.

Standard Default Fields Example
Template
HCOs
1. Corporate Name 0O S Phoenix Childrens Hospital View Data »
2. Hashtag : P . A—
) #hospital | #medicare #npi  #pediatrics

3. Specialty 1 Pediatrics
4. Specialty 2 1919 E Thomas Rd Phoenix AZ 85016-7710
5. Full address

(Rank 1/Network
Calculated primary)

6. Key Networks
1. Formatted name
HCPs 2. Hashtag O S Sonny Kirshner View Data
3 HCP type #md #npi #pharmacist #physician @ #primarycare
' ) Pharmaceutical Medicine, Family Medicine (Formerly FP)
4. Specialty 1 11714 Wilson Parke Ave Ste 150 Austin TX 78726-4061
5. Specialty 2
6. Full address
(Rank 1/Network
Calculated primary)
Custom 1. Name
Objects O B Cholecap IC View Data »

(no template)

The standard layouts apply to all countries.

15
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Example — Standard template for HCPs

Search Results Layouts > HCPSearchLayout

HCPSearchLayout Clone

w Details

Name * HCPSearchLayout

Description * Standard Template for HCPs
Entity * HCP v
Status *

w Search Results Layouts

LAYOUT SETTINGS

ORDER OBJECT FIELD SHOW FIELD LABEL
1 HCP Name (formatted_name__v)
2 HCP Hashtags (hashtags)
3 HCP Specialty 1 (specialty_1__v)
4 Address Full Address (formatted_address__v)
5 HCP HCP Type (hcp_type__v)

To customize the results by including different fields, defining the order in which the fields display, and
applying it to objects for specific countries, create a custom search result layout.

Process for adding a search result layout

e Create a Search Result Layout for an object.
e Assign the layout to a data visibility profile (DVP) so it applies to specific countries.
e Assign users to the DVP.

16
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Configure a search result layout

1. Inthe Admin console, click Data Model > Search Results Layouts.
2. Click Add Layout.
3. Details section - Define the following:

o Name and Description
e Entity - Choose the object that the layout applies to.
e Status - The layout is enabled by default.

4. Search Results Layout - Choose the fields and the order that they should display.
e Object - Choose the object that the field belongs to.
o Field - Choose the field. The list is filtered for the defined object.
Fields for all countries display.
o Show Field Label - Select to add the field label to the search result. For example, HCP Type,
Specialty.
e Reorder - Use the Handle = to move the fields into the desired position.

5. Save the layout.

t > New Search Results Layout

New Search Results Layout O s |

v Detalls
Name * USHCPs
Description*  Search display for HCPs in the US
Entity* HCP v

Status *

» Search Results Layouts

LAYOUT SETTINGS

ORDER OBJECT FIELD SHOW FIELD LABEL
HCP Name (formatted_name__ v

2 HCP - Hashtags -
Address v Full Address (formatted address v) v

4 HCP - Specialty 1 (specialty_1__v) v (V)
HCP A4 NPI (npl_num__ v) - v

6 HCP v HCP Type (hcp_type__ V) v v
HCP - Status (hcp status ) - v

17
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When the layout is ready, assign it to a data visibility profile. A search result layout can be assigned to
multiple countries.

Assign the search result layout to a DVP

Data visibility profiles determine the records that users can access. Assign the layout to the data visibility

profiles that should use the layout so users will see the customized display for that country.

Note: An object can have only one layout for each country.

18

In the Admin console, click Users & Permissions > Data Visibility Profile.

Open a DVP.

A new section called Search Result Layout section is added to all DVPs. It includes all enabled

objects in your Network MDM instance.

For HCPs and HCOs, the default layouts are defined, HCOSearchLayout, HCPSearchLayout.

Expand the object and choose the custom layout.

Users

Visibility Profles » US Data
B US Data
Data Visibility Profile
Dynamic Access Control » Primary Information
Field Restrictions » Permissions

Permiasion Sets

» Proflle Layout
Inbox Task Groups

v Search Result Layout

DCR Approval Rules

Health Care  HCOSearchLayout v

Organization

Market Basket

Package

Save your changes.

Health Care
Professional

Product

Brand

USHCPs

The Search Results Layouts page is updated to identify the DVPs assigned to the custom layout.

Search Results Layouts

Q HCO X HCP X
NAME ¢ DESCRIPTION
HCOSearchLayout - Standard Template for HCOs
HCPSearchLayout - Standard Template for HCPs
USHCPs Search display for HCPs in the US

DATA VISIBALITY PROFILES

US Data

ENTITY ¢

HCO

HCP

STATUS ¢
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Assign users to the DVP

Each user account contains a Data Visibility Profile section. Assign the DVP to the user so they will see
the search result layout display for that country.

Clone layouts
Any search layout can be cloned so you don't have to start over each time.

For example, if you want to create a layout similar to the Standard Template for HCOs, clone the layout.

1. Onany layout configuration, click Clone.

2. Inthe Clone Layout pop-up, change the default Name and Description so it is meaningful for the
new layout.

Clone Layout X

Name * HCOSearchLayoutClone
Description * Standard Template for HCOs
Entity HCO

3. Click Clone.
4. In the Layout Settings section, make the changes to customize it.
5. Save your changes.

Logs

The System Audit Log tracks all new layouts and changes to existing layouts.

19
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Inbox

SUSPECT MATCH TASKS

Matching field values containing different letter cases are now highlighted to help Data Stewards easily
identify these matches. Previously, match highlighting was case-sensitive.

Inbox > Suspect Match - Mary Davis

Suspect Match Re-assign

Summary #Collapse All  ,* Expand All

Sections: Task Details - Primary Information - Degrees and Specialties - CDA Name Fields - Addresses - Parent Afiliations © OpenData Hierarchy - E-Contacts

Extemal Identifiers - Licenses - identfiers - CMS Open Payments - Educational Information - Personal information - Custom Fields - Record Information

Fields Suspect Match Record Select the surviving record to merge into:
§, Dave E Davis O 2, David Edgar Davis
Network ID: 937932043268316786 Network 1D: 243173156858151363

» Task Detalls

v Primary Information

Prefix Doctor
Last Name DAVIS Davis
Middle Name E Eagar
First Name DAVE David

This enhancement is enabled by default.

20
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IQVIA OneKey Connector

The Connector is a bi-directional connection with IQVIA® OneKey that seamlessly integrates OneKey as
your third-party data provider for HCOs and HCPs within Network MDM.

The following enhancements have been added in this release. All enhancements are enabled by default.

Important: A third-party agreement (TPA) must be in place before OneKey data can be loaded into
Veeva Network MDM.

IQVIA ONEKEY SYSTEM SUPPORT FOR COUNTRY GROUPS

Third-party master systems, including your IQVIA OneKey system, now support multiple country-specific
configurations. Using country groups, administrators can define record management and field
ownership rules for different countries within a single system.

Supported systems

Country groups are supported for the following system types:

e |QVIA OneKey
e Custom systems defined as third-party master

21



Network MDM 26R2.1 Release Notes V

w Country Configuration Criteria + Add Country Group

+ Countries O Armenia X Azerbaijan X Bahrain X Belarus X Egypt X Falkland Islands (Islas Malvinas) X [ ]
France X Georgia X lraq X Ireland X Jordan X Kazakhstan X Kuwait X Kyrgyzstan X

v General Settings

HCP Type * All HCP Types X No Value x -
HCO Type * AllHCO Types X No Value X -
Allow change requests for cust: ged fields on unverified records

Q Yes No

> Third-Party Master Flelds

~ Countries O Canada X United States x - ]
v General Settings

HCP Type * Non-Prescribing Health Care Professional X Pharmacist X Prescriber X Nurse X IQVIA-OneKey x Doclor x
Dentist X Animal Health X No Value X Researcher X Business Professional X

HCO Type*  Administration Board X Administrative Service X Association X Basic Disaster Medical Center X
Beauty & Aesthetic Centers X Area Team X Blood Transfusion Centers X Certified Opioid Treatment Program X

Children's Hospital X Chinese Medicine Ciinics X Clinic X Ciinical Commissioning Group X ~
Allow change req for cust; ged fields on unverified records
Yes O No

 Third-Party Master Fields

Select the fields to be owned and mastered by the third-party provider. Once selected, these fields will be populated via the provider's source
subscription and DCRs will be routed accordingly. Migrate any existing customer-owned data in these fields before enabiing to prevent it from
being overwritien.

MANAGED BY CUSTOMERS < MANAGED BY THIRD-PARTY B

» Address v HCO

» HCO

» HCP

» License - MCP

» Parent HCO

Important: All countries mastered by IQVIA OneKey must be included in the system configuration.
Data loading and API access now validates that the country is managed by IQVIA using this system. For
details, see the Validate countries during data load and Record access in the Search and Retrieve APIs
topics below.

22
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Create a country group

Use a country group to define the records and fields that will be managed for specific countries.

1.

In the IQVIA One-Key system, click Add Country Group.
Define the following settings:
Countries - Select one or more countries to add to the group.

A country can belong to only one group within the same third-party system. Countries that are
managed by Veeva OpenData cannot be added.

General Settings - Choose the HCPs and HCOs by type that will be managed by IQVIA for these
countries.

Allow change requests for customer managed fields on unverified records - Route DCRs for
customer managed fields on unverified IQVIA records to be sent to local data stewards.

This is helpful when users want to add information to a new record but the record is still pending
approval from IQVIA.

Third-Party master Fields - Define the fields that will be managed by IQVIA for the countries in
the group. Changes to fields in the Managed by Third-Party pane will be routed to IQVIA to
process.

To define the fields as IQVIA-managed, move the fields from the Managed by Customer pane to
the Managed by Third-Party pane.

Some fields are automatically moved to the Managed by Third-Party pane when the objects are
defined as IQVIA-managed.

Save your changes or click Add Country Group to create another group.

Existing IQVIA OneKey systems

If you have a system configured, a country group is created for the existing countries, HCP, HCO, and
field settings.
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VALIDATE COUNTRIES DURING DATA LOAD
Records that are loaded for the IQVIA-OneKey system are now validated to ensure that the country is

managed by IQVIA. If a country is not included in the IQVIA-OneKey system configuration, the record is
not loaded. The Job Error Log displays a warning for each country with skipped records.

Job Details (ID: 1056)

Job Summary Job Error Log
wn ob £ Log
ERRO® COOE MAIN OBJECT MAIN ERROR MESSAGE SEVERITY
OBJECT
- A " - ROW A venly -

NUMBER

» drog for unsup T F f

drop PP M >
Supported systems

The country validation applies to IQVIA OneKey systems only.
Job warnings

When a record is loaded for the IQVIA OneKey system and the country is not managed by IQVIA, it could
be for one of the following reasons:

e The country field (country cda v)is not defined for the record in the source file.
e The country is not included in the IQVIA OneKey system configuration.

If the country cannot be validated, the record is not loaded into your Network MDM instance.

The Job Error Log displays the following warning for each country with skipped records.

Error Explanation How to Resolve

Code

N/A Master country filter dropped these items for Assign the country to a country group in
unsupported country <'country_code'> : HCO the IQVIA OneKey system configuration or
<total_count> , HCO <total _count> remove these records from the source file.

One warning occurs for each country.

The warning does not fail the job. The job can complete. Review the warning details and add the country
to your IQVIA system configuration if required.
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RECORD ACCESS IN THE SEARCH AND RETRIEVE APIS

Integration users searching for and retrieving records using the IQVIA OneKey system will only see the
records from countries included in the IQVIA OneKey system configuration.

By automatically filtering API results to match your IQVIA OneKey system configuration, integration
users receive cleaner, more focused responses containing only the exact country data they need. This
built-in safeguard also protects data integrity by ensuring non-IQVIA records are never unintentionally
exposed.

Supported APIs

OneKey records are filtered for the following APls:

e Search

e Retrieve
(Retrieve Entity, Retrieve Child Entity, Batch Retrieve Entities, Batch Retrieve Child Entities,
Retrieve HCO, Retrieve HCP)

Supported systems
Filtering is supported for all third-party master systems, including your IQVIA-OneKey system.

For all other systems, records and fields are not filtered from the API response.

Important: If the Integration User has APl access to all systems through their user profile, no record
filtering is applied.
Required permissions to access records
To access IQVIA-managed records and fields for a country, the following configurations are required:
Integration User

The user profile must have the following settings defined:

o Data visibility profile (DVP) - Must be assigned to the DVP for that country
e APl access - Must have access to the IQVIA-OneKey system

IQVIA OneKey system

e Must have the country defined in a country group
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Example access scenarios

In this example, the Integration User needs to search for and retrieve IQVIA-managed records for
France. The required configurations must be defined to access those records in the API.

Scenario Integration User's User Profile

API access to IQVIA Assigned to
OneKey system? France DVP?

1 Yes Yes

2 Yes Yes

3 Yes No

4 No Yes or No
Result

IQVIA OneKey System

Country Group
Contains France?

Yes
No
Yes or No

Yes or No

Only Scenario 1 provides access to the IQVIA-managed records for France.

Access to
Country Records
in the API?

Yes
No access

No access

No access

If users search for a record they don't have access to, the APl response contains only the Network ID for
Search oran Insufficient Access error for Retrieve.
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OpenData subscriptions

DOWNLOAD UNMERGED OPENDATA RECORDS

Administrators can now configure OpenData subscriptions to automatically download records that
OpenData has unmerged. These are newly created records that were unmerged from HCPs and HCOs in
your instance. Previously, unmerged records could be downloaded only using ad hoc download jobs.

Veeva OpenData Subscription (United States) Cancel  AdMocDownload  Start Job

Additional OpenData Parent
HCO records

Unmerges

Updates to OpenData records

This enhancement is available by default in your Network MDM instance. Administrators can choose to
enable it in their OpenData country subscription.

Automatically download unmerged records

OpenData subscription configurations contain a new option to download unmerged records. The
Download additional unmerged OpenData records that were unmerged from HCPs and HCOs in my
instance option is not enabled by default.

The newly created unmerged records are downloaded when the OpenData country subscription runs if
the following conditions are met:

e The option to download unmerged records is enabled
e One of the original merged records is in your Network instance
e One of the original merged records is not unsubscribed in your instance.
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Example

In this example, the OpenData record, John Smith, is downloaded in your Network MDM instance.
OpenData unmerges the record. The Johnny Smith record is created.

If the option to download unmerged records is enabled, the Johnny Smith record will be downloaded
the next time the OpenData subscription run. John Smith is already in your instance and it is not
unsubscribed.

Existing Record Unmerged Record

OpenData Master
Instance

Customer Instance

Unmerged fields

When an unmerged record is added to your instance, it contains the three fields that provide details
about the unmerge.

¢ Unmerged Date (record unmerged date v)- Date when the record was unmerged.

e Unmerged from Network ID (record unmerged from vid v)- Network ID of record that
this record was unmerged from.

e Original Record Network IDs ( record unmerged original vids v)-The Network IDs of
the records that existed before they were merged. It confirms which original record's data is now
being restored into the new record.

Tip: To quickly find the fields on the record, open the Profile Inspector and search for "unmerged".

Search (term: smith) » Johnny Smith Validate  Profile Inspector ‘D Field Revisions # WP Notes
=
S— JOhnny ’ unmerged I x

#md | #npl | #  jumpTo: Addresses(16) Custom Keys(1) Licenses(3) Parent HCOS (8)

FULL ADDRESS 54
PRIMARY AFFILIAT|

Unmerged Date (record_unmerged_date__v) 2026-09-08 11:37:26
HCP TYPE Prescrit
PRIMARY SPECIAL Unmerged From Network ID (record_unmerged_from_vid__v) 243143685338825731
Unmerged Original Record Network IDs (record_unmerged_original_vids__v) 243148718612677638

Profile Details
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Users

RESTRICT ADMIN PERMISSIONS

Administrators can now use permission sets to control access to administrative functions. This can be
especially useful for Data Manager users that have access to features in the Admin console but should
not make configuration changes. Administrators can provide access to run subscriptions and view the
configuration but restrict edit access to the features.

D & Newsxvow * © ©

V Network MDM
OVERVIEW LOGS  USERS & PERMISSIONS  DATA MODEL

m Evin Aoco L a Tl d RITEADATWIG
You dont have permission 1o edit this page.
Contact your systemn admin if you need edit
permission

SYSTEM INTERFACES ~ WIDGETS & PORTAL

Syaterra Source Subscrptions > Address Detalls

Cancel

oo Subneriptions Address Details SRt

¥ QUICK LINKS

o

Job Run Outcome @ Save Changes to the Database @

Run Job In Test Mode @

This enhancement is enabled by default.

Supported users

Admin permissions apply to user types that have access to the features in the Admin console:

e Data Manager
e System Administrator
e System and Data Admin

Impact to existing users

There is no impact to existing users. Data Managers, System Administrators, and System and Data
Admins continue to have read and write access to the features.

Administrative users must explicitly use permission sets to provide or restrict access to admin features.
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Supported features and functions

By default, users have add and edit access to these features. Restricting a feature reduces access to
read-only mode and running subscriptions.

Feature
Data model

Data domains

Reference Data

System Interfaces

Systems

Source subscription

Target subscription

Veeva OpenData
subscriptions

Match Configurations

(Ad Hoc Match Configuration,
Match Default Configuration,
Add Request Match
Configuration)

Match Rule Collections

Source Rankings

Transformation Rules

30

Add & Edit Functions

Add domain

Add object

Export Data Model
Save objects

Add fields

Enable / disable fields
Save fields

Add reference type
Edit reference type summary
Import reference codes.

Add system
Save system

Add subscription

Clone subscription
Save subscription
Access Advanced Mode

Add subscription
Clone subscription
Save subscription
Export by Network ID

Create New Country Group
Save subscription

Save configuration

Add Collection
Save collection

Save

New Rule
Save rule
Clone
Delete

Read-Only (Add & Edit Disabled)

View

View
Export

View

View
Start Job

View
Start Job

View
Start Job
Ad Hoc Download

View

View

View

View



\/ Network MDM 26R2.1 Release Notes

Admin Permission Set

A new permission set called Admin Permission Set is added to your Network MDM instance.

Users

Permission Sets Add Permission Set
User Groups
Data Visidiity Profie
h pern -

Dynamic Access Control

PERMISSION SET NAME “ DESCRIPTION STATUS “
Field Restrictions

Admin Permission Set (Defaukt System generated permission set for Admin Permissions O Active
Permission Sets ae Barm ~n Sat (Ded 3 o A

Notes Permission Set (Default) System generated permission set for Noles 2 Active
Inbax Task Groups Displaying 1o 201 2 Show 25 v 1 oft

It includes the following system-managed user groups:

e Data Managers
e System Admins
e System and Data Admins

These groups contain all users of that type that are defined in your Network MDM instance.

All features in the Admin Functionalities section have Add & Edit permissions by default. This ensures
that there is no impact to existing users.
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Admin Permission Set (Default)

ADMIN FUNCTIONALITIES

Configure access to Admin Functionalities in the following pages

Data Model

Reference Data
Systems

Source Subscription
Target Subscription
OpenData Subscription
Match Configuration
Source Ranking

Transformation Rules

User Groups

Add user groups this permission set applies %o

GROUP NANE “ DESCR®PTION
WV Data Managers All active users with the data manager user type
] v System Admins All active users with the system admin user type

Y System and Data Admins  AJl active users with the system and data admin user type

Displaying 110 3 of 3

Example scenarios

\4

ADD & EOIT

(S I <IN <IN <IN < B < I <]

(<<

TYPE “ ACTIVE USERS
System Managed Group 5
System Managed Group 5
System Managed Group 0

Show 25 v

Add User Groups

STATUS
@ Actve
@ Active

@ Active

1 oft

To restrict these Admin features for Data Managers, remove the Data Managers user group from

the Admin Permission Set.

To restrict Admin features on a more granular level (for example, by user), create a new

permission set and assign access by user.

If users are included in multiple permission sets, the highest permission level wins.

Logs

Changes to the permission sets are tracked in the System Audit Log.
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Admin settings

USE NEX RULES FOR WORKFLOW SETTINGS

Administrators now have more flexibility for configuring auto-approvals and review rejections in the
workflow settings. Network Expression (NEX) Rules can be used to identify specific conditions.

Examples

e Review rejections on addresses based on the HCP or HCO value.
e Auto-approve specific sub-objects on HCPs, but not HCOs.

e Auto-approve add requests submitted by specific users.

e Auto-approve add requests for HCPs based on the HCP type.

Workflow Settings o - |

» Auto-Approve Change Requests for Customer Owned Records

HCP Change Requests will use the following rules for auto-approval

iflhcp_type__v in ['0', 'N'], TRUE, FALSE)
HCO All Change Requests will be sent 10 the local inbox for review
Payer All Change Requests will be sent 10 the local inbox for review

Plan All Change Requests will be sent 1o the local inbox for review

SubObjects All of the changes on existing sub-objects wil be sent to the local inbox for review

» Review Master Data Providers (OpenData or Third-Party Master) Rejection of Add Requests
HCP All rejections by masier data providers (OpenData or Third-Party Master) will be sant 10 the local inbox for review
HCO Al rejections by masier data providers (OpenData or Third-Party Master) will be sent 1o the local inbox for review
Sub-Objects Rejections by master data providers will use the following rules for auto-approval

SUB-OBJECT NEX

Acdress Af(ENTITY.medical_degree_1__v in ['MD'],TRUE,FALSE)

This enhancement is enabled by default. Administrators can define NEX rules for the supported settings.

Supported workflow settings

e Auto-Approve Add Requests for New Customer Owned Records
e Auto-Approve Change Requests for New Customer Owned Records
e Review Master Data Providers (OpenData or Third-Party Master) Rejection of Add Requests
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NEX Rule enhancements for workflow settings

To support the ability to define specific conditions for these settings, the following updates are made to
Network expressions.

Workflow metadata

The following three fields can be used to in Network expressions:

e creator
e system
e source

Example: Auto-approve Add Requests for HCPs
if (DCR.creator == 'bob.smith@verteo.veevanetwork.com', TRUE, FALSE)

Use entity level fields in sub-object rules
Create a condition for a sub-object based on a field value for the related entity.

Example - Review rejections for addresses if the HCP is an MD

ENTITY.medical degree 1 v in ['MD']

Define NEX rules

1. Inthe Admin console, click Settings > Workflow Settings.
2. Hover over the setting that you want to change to display the Edit button.

HCO All Add Requests will be automatically approved by the system &' Edit

3. Click Edit to display the available options for the setting. Select the option to use NEX.
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+ Auto-Approve Add Requests for New Customer Owned Records

HCP Add Requests will use the following rules for auto-approval

if(DCR.creator 'bob.admin@verteo.veevanetwork.com', TRUE, FALSE)

HCO All Add Requests will be sent to the local inbox for review
All Add Requests will be automatically approved by the system
Configure which Add Requests will be automatically approved by the system
© Configure advanced Add Requests workflow settings using NEX
Define advanced Add Request workflow settings using NEX. If the condition evaluates 1o TRUE,
the request will be auto-approved. If FALSE, it will be sent to the local inbox for review
See NEX Operators (2| NEX Functions (2

Example: if(hco_type_ v in ['1_9'], TRUE, FALSE)
if(hco_type__v == '1_2' && hco_status__v == 'A', TRUE, FALSE)

o

P Test

4. Enter the Network Expression in the field.
Tip: Comments can be added to explain the expression or add details for other users.

5. The NEX rule validates as you type the expression.
6. Save your changes.

The workflow setting is now to use the NEX rule for that object.

EXPORTING CONFIGURATIONS

Single sign-on (SSO) configurations are no longer supported in configuration packages because they
contain environment-specific details that cannot be transferred between instances. SSO settings must
be configured within each instance.

This change is enabled by default in your Network MDM instance.

New configuration packages
SSO settings cannot be added to export packages.
Existing configuration packages

If your package included SSO settings, the configuration package will fail when you try to import it to a
target instance.

To continue using the package, clone it and remove the SSO settings.
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Security

SINGLE SIGN-ON MAPPINGS

In version 26R2.0, single sign-on was enhanced to enable Administrators to use a mapping file to
dynamically provision new users. This release expands those mappings to include Inbox Task Groups for

Data Steward users.

Administrators no longer need to manually assign inbox task groups to each new data steward user.
When data stewards log in for the first time, they can immediately access tasks assigned to the inbox

task group.

Single Sign-On Settings

MAPPINGS
e Country and DVP mappings
e A Mapping Ml (Geoupa/Country supporn
pload a B 1 map your SS0 Groupa/Countees 10 Neowork MOM ¢ Me

© User cramion ries

« Data Visibiiey Profiles (DVPs): Comdine at DVPs match
o Inbox Task Growps: Aswign Al INSax LAk groups that malkch

g he users count

e LS
+ User Groups: Assign all user groups hat match the user's country
« Language, Locale, and Timezone: Apply the fisst nng setings o

« User Type: G

and groups

20! e NgNea! Svilabi pviege (lor asampia, Dats Steward ovamaes SIaneed User

PAST S50 MAPPINGS 8l_meps v &

CURRENT 330 MAPPING S

This enhancement is enabled by default.

Supported user types

e Data Stewards

poLps For dupheae countr

tes e

ponp. Only Svalindie for Dats Stwwards

N he magpings. If none are defired. apply he defaul setings

Inbox task groups cannot be assigned to Standard Users or Portal Users.
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Mappings file
The sso_mapping.csv file is updated to include a column for Inbox Task Groups.

When the user type is Data Steward, add the required Inbox Task Groups using the inbox task group ID
found in the network configurations.xlsx file thatis downloaded with the sso mappings.csv
file.

Multiple inbox task groups can be added as comma separated values.

Example

NETWORK_USER_GRO NETWORK_LOCALE NETWORX_TIME NETWORK_LANG NETWORK_INSOX_TASK_GROUPS
en_US GMT an canada_ds_c; data_stewards_¢
keweg Users o MX oMT on I s«

s MX oMT en data_stewards__ciius_prescribers_c
es_MX GMT e

es_MX GMT en

Important: The user must have access to data for the Inbox Task Group country. Ensure that the data
visibility profile (DVP) for that country is also assigned to the user type in the NETWORK_DVPS column.

Validating the mapping file

When you upload the file, the Inbox Task Group configurations are validated. Errors will occur for the
following issues:

e Inbox task groups are assigned to Standard users or Portal users. Those user types do not have
access to the Network MDM inbox.

e An unknown inbox task group was included.

e The Data Loading inbox task group was included. This inbox task group applies to Administrator
and Data Manager users only. It cannot be assigned to Data Steward users.

Creating the user

When the file is successfully uploaded and the SSO configuration is saved, users logging in as Data
stewards will be automatically created and assigned to the Inbox Task Group.

When they access your Network MDM instance for the first time, the Inbox page displays and includes
the tasks for their assigned Inbox Task Group.
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UPDATES TO TRANSPORT SECURITY LAYER CIPHERS

To ensure the highest security standards, the following TLS cipher will be removed from publicly
accessible Network FTP servers.

e TLS_DHE_RSA_WITH_AES_256_CCM_8

While Network MDM already enforces TLS 1.2, retiring these ciphers eliminates known vulnerabilities
and strengthens your data protection.

This change will be made by default.

Impact to existing customers

No disruption is expected. Standard FTP clients will automatically negotiate stronger, supported ciphers
with no action required.

If you connect using older FTP clients or custom automation scripts, you might need to update your
software to maintain connectivity.
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